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Cyberstone’s SOCaas delivers enterprise-grade security tailored for startups and medium-
sized businesses in Saudi Arabia - ensuring full compliance with SAMA and NCA regulations,
while eliminating the overhead of costly in-house security teams.

We have a presence in the Middle East with 4 offices with over 50 professionals committed to
providing innovative and quality answers to complex problems.

We provide a wide range of services in an integrated and multidisciplinary manner. Our
strength lies in our ability to combine knowledge of local markets with a global reach.

CYBERSECURITY

We have a professional cybersecurity and service team, fully integrating industry-leading core
technologies and products to provide customers with a full range of network security solutions.

CONSULTING

We help global business leaders and organizations with our comprehensively improving
consulting services such as business consulting, IT consulting and risk consulting.

CYBERSECURITY AWARENESS

CyberStone will provide instructor to deliver security awareness session that will aim at
reducing the risk associated with the information systems by increasing the awareness of user
community in the following topics

OPERATIONAL TECHNOLOGY

CyberStone OT security protects critical industrial systems by offering specialized monitoring,
threat detection, and incident response, ensuring the safety and continuity of operations in
energy grids and manufacturing plants.

@CYBERSTON E https://cyberstone.me/



In Saudi Arabia, small, medium and
large organizations operating in critical
sectors ?e.g., banking, government,
healthcare, and telecom) must comply
with cybersecurity regulations set by:

1. SAMA (Saudi Central Bank) - For
financial institutions.

2. NcA (National Cybersecurity
Authority) — For all critical
infrastructure and government
entities.

A Security Operations Center (SOC)
plays a vital role in meeting these
compliance requirements by ensuring
continuous monitoring, threat detection,
and incident response.




Why Cyberstone
S0CaaS?

Cyherstone SOCaa$ -
Smart Security for Agile Businesses

Are you a startup or medium-sized company looking to
maximize cybersecurity while saving time and cost?

Cyberstone’s SOCaas (Security Operations Center as

a Service) is purpose-built for organizations like yours —
delivering advanced threat detection, cost efficiency, and
scalability in one intelligent solution.

What sets us apart

¢ Compliance with international standards and local regulations
(SAMA & NCA-ECC)

* Arabic-speaking, highly trained professionals with industry-
recognized certifications such as GIAC, SANS, OSCP, CRTO, CRTP,
eCTHPv2, eCIR, CHFI, ECIH, CEH Furthermore 80% of our team is Arabic
speakers and 40% is Saudi Citizen.

+ Local data center in Riyadh (ensuring data sovereignty and high-
level performance)

With Cyberstone, you gain a trusted security partner committed to protecting
your business while aligning with your local compliance needs.

Ideal for

« Startups & Medium Enterprises
+ Companies managing up to 400 endpoints

« Daily data volumes ranging from 10GB to 30GB



®  Key Features of
S0Caas

n 247 Continuous Monitoring

« Continuous surveillance of networks, endpoints, and cloud
environments

« Real-time threat detection

« Highly skilled, Arabic-speaking security experts, holding top
industry certifications (e.g., CISSP, CEH, OSCP)

Digital Forensic & Incident Response
« Triage and investigation of security alerts

+ Remediation guidance and support

n Vulnerability Management & Penetration Test
« Regular quarterly scanning to identify the security gaps

« Simulating attacks to uncover real-world weaknesses before
attackers do

n Log Management & Retention

« Centralized collection, storage, and analysis of logs for
security and compliance.

B Security Reporting & Dashboards

« Regular reports, real-time dashboards, and detailed event/
incident summaries for visibility and compliance.

n Technology Stack

« SIEM (Security Information and Event Management)

« EDR/XDR (Endpoint/Extended Detection and Response)
OPTIONAL

« Vulnerability scanning tools OPTIONAL



® Benefits
of S0Caa$

Expertise Access

Leverages specialized
security skills without hiring
challenges and save time
- 247 monitoring & rapid
incident response

Flexible Scalability Compliance Support

as your business grows Helps meet regulatory
requirements (SAMA, NCA-
ECC, PDPL, HIPAA, PCI DSS)

S0CaaS vs Traditional SOC

Feature SOCaas Traditional In-House SOC
Cost Model OPEX (Subscription based) CAPEX+OPEX (High upfront)
Staffing Cyberstone's team Internal hires

Coverage 24/7/365 May have coverage gaps
Tools Managed by Cyberstone Organization-owned

Scalability Instant Requires hiring/training



®  Who Should Consider
S0CaaS?

+ Mid-sized businesses needing
enterprise-grade security

» Organizations with limited
cybersecurity staff

» Companies undergoing digital
transformation

* Businesses with compliance
requirements but limited resources

Cyberstone SOCaas provides an effective
way to achieve enterprise-level security
monitoring without the significant
investment required for building and
maintaining an in-house SOC.
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®  What’s Included in

Cyberstone’s SO0CaaS?

Initial Onboarding & Assessment

SOC Onboarding & Gap Analysis
Evaluate your current SOC setup (if any) and identify improvement
areas.

Log Source Inventory & Readiness Check
Review of existing infrastructure, log availability, and collection
capabilities.

Pre-deployment Audit
Verification of environments and systems to ensure smooth SIEM
integration.




Continuous Activities & Optimization

¢ Ongoing Use Case Review & Enrichment
Weekly & Monthly updates to improve detection effectiveness.

» Security Reporting & Dashboards
Custom dashboards, monthly threat reports, and executive
summaries.

e Threat Hunting
Manual investigations to find hidden threats not detected by
automated systems.

¢ Compliance Mapping
Continuous alignment with Saudi NCA, ISO 27001, and other
frameworks.

« Customer Success Reviews
Weekly service review meetings to align on goals, improvements,
and strategy with a dedicated Project Manager.




®  Cyberstone S0CaaS

Smart Security for Agile Businesses

Are you a startup or medium-
sized company looking to
maximize cybersecurity while
saving time and cost?

IDEAL FOR

« Startups & Medium Enterprises
« Companies managing up to
400 endpoints

Daily data volumes ranging
from 10GB to 30GB

l Up to 100 endpoints P I_A N S Up to 400 endpoints I

Up to 10 GB/day

10-30 GB/day

OPO®

Reduce operational costs - no need for in-house SOC teams
Save time - 24/7 monitoring & rapid incident response
Advanced analytics & threat intelligence tailored to your scale

Flexible scalability as your business grows

Why CGyberstone _
S0CGaaS?




Let Cyberstone be your trusted
cybersecurity partner - so you can
focus on growing your business.



WE ARE IN

KINGDOM OF SAUDI ARABIA

8002 King Abdul Aziz Branch Rd
King Fahd
Riyadh 12274

Phone: +966 555 44 967]
@ inffo@cyberstone.me

https://cyberstone.me/




